- SDAIA

] ) ~ 3
’i'z.a Gililull dgsgemdl dbigll
J lfhi‘? ~  elibuall dlsillg

| Saudi Data & Al Authority

Draft Rules for Appointing Personal
Data Protection Officer

<

>



Table of Contents o)

-

Introduction dadial)
Definitions <Ly el
Purpose oadl
Scop of Application (il

Requirements for DPO

Appointment duad i) ) dlas Jgpma Cpm clallaia

-

Cases of Appointing DPO duad &) cllyl) Alaa Jgipma (it J1gal

Documenting DPO Appointment dad i) i) dglea Jgma (35

DPO Contact Details doaddl) bl Alaa J gipmay Juai) Jualds

DPO Roles & Tasks doaddll clilal) Abas Jggma algay ) gal

ra

EX 3 51 E3 3 1 E1 5 B B B B3

General Provisions dule alsaj
Review and Amendment Jodail) g Aaa yal)
«~Entry Into Force ash)




P Introduction

Saudi Data & Al Authority “SDAIA” issued these Rules
based on Paragraph (2) of Article (30) of Personal Data
Protection Law issued pursuant to Royal Decree No.
(M/19) dated 09/02/1443 AH and amended pursuant to
Royal Decree No. (M/148) dated 05/09/1444 AH, and
Paragraph (4) of Article (32) of the Implementing

Regulations of the Law.

P Article 1:Definitions

1. Theterms and phrases mentioned herein shall
have the meanings ascribed thereto in Article
(1) of Personal Data Protection Law,
hereinafter referred to as the “Law”, issued
pursuant to Royal Decree No. (M/19) dated
09/02/1443 AH and amended pursuant to
Royal Decree No. (M/148) dated 05/09/1444
AH and Article (1) of the Implementing
Regulations of the Law, unless they have a
specific definition herein.

2. The following terms and phrases, wherever
mentioned herein, shall have the meanings
ascribed thereto, unless the context requires
otherwise:

Saudi Data & Al Authority
(SDAIA).

Any Public Entity, natural person or
private legal person that specifies the purpose and
manner of Processing Personal Data, whether the
data is processed by that Controller or by the
Processor.

Any individual
appointed by Controller to be responsible for
protecting Personal Data, monitoring and
overseeing procedures applicable by Controller to
ensure compliance with the provisions of the Law
and its Regulations, and receiving requests
related to Personal Data in accordance with
provisions of the Law and its Regulations.
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Pp-Article 2:Purpose

These Rules aim at:

1. Setting minimum requirements for appointing
DPO.

2. Clarification of concepts related to cases in
which Controller shall appoint DPO.

pArticle 3:Scope of Application

These Rules shall apply to all Controllers covered
by provisions of the Law and its Implementing
Regulations.

p-Article 4:Requirements for
DPO Appointment

1. When appointing DPO, Controller shall ensure
that the following requirements are met:

A. Having appropriate academic
gualifications and experience in the field
of Personal Data protection.

B. Controller's business and activities that
involve processing of Personal Data.

C. Having sufficient knowledge of Personal
Data breach risks.

D. Having sufficient knowledge of regulatory
measures for Personal Data protection
and other relevant organizational
measures for performing DPO tasks.

E. Honesty and integrity, and not having
been convicted of any offense involving
dishonesty or breach of trust.

2.DPO may be an executive, employee of
Controller or an external contractor.

3. The Competent Authority shall be entitled to
request replacement of DPO if it is found that
DPO is not competent.
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P-Article 5: Cases of
Appointing DPO

First: Controller shall appoint one or more
individuals to be responsible for protection
of Personal Data in any of the following
cases:

1. Controller is a Public Entity that provides
services involving Processing  of
Personal Data on a large scale.

2. Controller core activities are based on
processing operations that, by their
nature, require regular and systematic
monitoring of Data Subjects.

3. Core activities of Controller are based on
processing of sensitive Personal Data.
Second: The term "processing of Personal
Data on a large scale" refers to:

1. Processing operations that target a large
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group of Data Subjects.

2. Processing operations that aim
process a considerable amount

Personal Data.

3. Processing a wide variety of categories

of Personal Data Subjects.

Third: The term “regular and systematic
monitoring of Data Subjects” refers to:

Continuous processing by monitoring, tracking

and profiling Data Subjects with the aim of

improving or marketing services and products.

Activities that support Controller core
activities shall not be considered core
activities, such as processing job
applications, payroll and other support
activities at Controller.
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Pp-Article 6:Documenting

DPO Appointment

DPO shall be appointed in writing, by
documenting DPO appointment in case
DPO is an employee of Controller or an
external contractor.

DPO appointment and means of
communication with DPO shall be
immediately announced within Controller.

P> Article 7: DPO Contact

Detalls

1. Controller shall make DPO contact details,

i.e. e-mail and phone number, available in a
clear and accessible manner in Privacy Policy
to Data Subjects.

Controller  shall immediately provide
Competent Authority with contact details of
DPO upon their appointment through the
National Data Governance Platform,
provided that such details include name and
contact details, including e-mail and phone
number.

P Article 8: DPO Roles &

Tasks

DPO shall be responsible for performing tasks
stated in Paragraph (3) of Article (32) of the
Implementing Regulations of the Law, in addition
to the following tasks:

1. Providing support and advice regarding all

aspects of Personal Data protection, including
contributing to developing policies and internal
procedures related to Personal Data
protection at Controller.

Participating in awareness activities, training
and transfer of knowledge to Controller
personnel regarding Personal Data protection
and compliance with provisions of the Law,
Regulations and ethics of data handling.

Contributing to reviewing plans of response to
Personal Data Breach incidents, and ensuring
that such plans are adequate and effective.
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Preparing periodic reports regarding Controller
activities related to processing of Personal
Data, and providing recommendations to
ensure compliance with provisions of the Law
and its Regulations.

Maintaining the confidentiality of Personal
Data and its level of sensitivity, based on its
classification and relevant regulatory
requirements to determine the adequate level
of protection and processing mechanism.

Monitoring the Competent Authority’s issued
laws, regulations and instructions and the
equivalent, implementing any amendments
thereto and informing the relevant departments
of the same to ensure compliance therewith.

Collaborating with individuals responsible for
implementing activities related to Al ethics to
ensure that the requirements of Personal Data
protection and Data Subjects’ privacy are met.

Article 9: General Provisions

Controllers shall periodically review DPO
appointment cases to determine whether such
cases are still required or likely to become
mandatory according to provisions hereof.

When making an agreement between
Controller and Processor for the purpose of
processing of Personal Data for and on behalf
of Controller, Controller shall ensure that
Processor has DPO or request appointment of
DPO in cases that require appointing DPO with
the aim of ensuring application of appropriate
safeguards for implementing provisions of the
Law and Regulations.

When appointing DPO, Controller shall not
assign tasks that may conflict with DPO tasks
or affect DPO’s independence.

The Controller shall work on training and
developing DPO’s in the fields of Personal
Data protection and support them in obtaining
professional certificates in this field to ensure
raising their efficiency.
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p-Article 10:Review and
Amendment

The Competent Authority shall review these Rules
when required, and may introduce any amendment
or update thereto.

Pp-Article 11:Entry Into Force

These Rules shall come into force as of the date of
publishing on the Competent Authority’s official
website.
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